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Part I - What and Why?
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Who Benefits…and How?

Login Types Supported?

OpenVMS User Accounts?

Single-signon?   External Authentication?

ACME Agents?



Part II – Setup
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5.  Reboot.

3. Update System Images file (and Memory 
Disk on x86).

2.  Install required kits.

1.  Create domain user account for the agent.

Initial 
Setup

4.  Switch LOGINOUT.EXE (and SETP0.EXE)
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Setup - Updating the System Images File 
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Part II – Setup

Enabling Single-Signon Using External Authentication

5.  Reboot.

3. Update System Images file (and Memory 
Disk on x86).

2.  Install required kits.

1.  Create domain user account for the agent.

Initial 
Setup

4.  Switch LOGINOUT.EXE (and SETP0.EXE)
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Setup – Switching to ACME LOGIN
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Part II – Setup
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5.  Reboot.

3. Update System Images file (and Memory 
Disk on x86).

2.  Install required kits.

1.  Create domain user account for the agent.

Initial 
Setup

4.  Swap LOGINOUT.EXE (and SETP0.EXE)
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Part II – Setup (cont)
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9.  Update SYS$MANAGER:ACME$START.COM.

8.  Define the LDAPACME$INIT logical name.

7.  Create agent configuration file (in Part III).

6.  Verify agent executive is loaded.

Post-
Reboot 
Setup

10. Restart ACME Server ($ SET SERVER ACME/RESTART)
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Setup – Verifying Agent Executive is Loaded
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Part II – Setup (cont)

Enabling Single-Signon Using External Authentication

9.  Update SYS$MANAGER:ACME$START.COM.

8.  Define the LDAPACME$INIT logical name.

7.  Create and edit agent configuration file.

6.  Verify agent executive is loaded.

Post-
Reboot 
Setup

10. Restart ACME Server ($ SET SERVER ACME/RESTART)
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Setup – Steps 7 - 10
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Part II – Setup (cont)
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15.  Test.

14.  Update username mapping (optional).

12.  Update SYSTARTUP_VMS.COM.

11.  Check agent status.

Complete 
the 

Rollout
13.  Modify user account flags.
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Setup – Checking ACME Agents Status
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Part II – Setup (cont)
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15.  Test.

14.  Update username mapping (optional).

12.  Update SYSTARTUP_VMS.COM.

11.  Check agent status.

Complete 
the 

Rollout
13.  Modify user account flags.
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Part III – LDAP ACME Agent Configuration
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• Sample Configuration

• Directives and Values

• The Configuration File

Options



Directives
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server * bind_timeout filter mapping

port search_timeout password_type * mapping_attribute

port_security base_dn * password_update mapping_target

bind_dn * login_attribute * ca_file mapping_file

bind_password * scope * domain
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Sample Configuration

server = 10.10.164.11 10.10.200.1
port = 389
port_security = starttls
bind_dn = CN=LDAP AUTH,CN=Users,DC=contoso,DC=com
bind_password = 0penVMS4ever!
bind_timeout = 3
base_dn = DC=contoso,DC=com
scope = sub
login_attribute = samaccountname
password_type = active-directory
mapping = local
mapping_file = SYS$STARTUP:LDAP_LOCALUSER_DATABASE.TXT



Part IV - Operation
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• Troubleshooting

• Password Changes

• The LDAP ACME Agent

• The ACME Server

How 
Does it 
Work?
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External Authentication Operation
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loginout.exe 

Username 

Select 
agent 

ACME Server

Search for Username
LDAP ACME Agent

Prompt for Password
Password

Bind with user 
credentials

LDAP ACME Agent

Username mapping, 
password sync, 
access checks…

Complete Logon
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Thanks!        Email: paul.nunez@vmssoftware.com
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